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Configuring the WLAN connection with the XpicoWIFI

Cascade Weigh Forks equipped with WiFi data transfer use a dual layer WiFi system. The Xpico
WiFi chip has an Access Point port (ap0) that runs an embedded web style “SoftAP” that is always
available to configure the WLAN (wlan0) to connect to the facility wireless network. The following
steps will walk though initial connection to a facility network. Connection to networks requiring a
single passkey are supported. The system does not support networks requiring a user acceptance
of terms of service.

Step 1: On your computer, open the WLAN connection manager.
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Step 2: Connect to the XpicoWiFi_XXXXXX (last six digits depend on the address of the Xpico
installed). By default the SoftAP mode is enabled with a default SSID of XpicoWiFi_XXXXXX. Where
XXXXXX are the last six characters of the unique Xpico Wi-Fi serial number. This number is
available on the module label inside the indicator. For example if the serial number on label were
0080A398010E then the SSID would be XpicoWiFi_98010E. Each indicator has a unique WiFi
address.

SN 0ORMAIADTICC 14w )
LANTHOMT® Chama 07

SERIAL NUMBER

6934275



Step 3: The default security for Xpico Wi-Fi SoftAP is WPA2 and the network security key is
“XPICOWIFI”,

XpicoWiFi_C40040
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Step 4: Open a standard browser (E.g. Internet Explorer®, Firefox®, Chrome™, Safari® etc.) and in
the address field of the browser enter the following IP Address: 192.168.0.1. Alternatively you can
use the web site address: xpicowifi.lantronix.com.

New Tab X +
C & 1925105
i Apps E i3 Lantronix Web Manager - 192.168.0.1
Q 192 - Google Search
© 192.168.0.1

When prompted enter the username, “admin”, and password, “PASSWORD”, to access the
embedded SoftAP Configuration and Management Web pages.

Windows Security 5
Microsoft Edge

The server 192.168.0.1 is asking for your user name and
password. The server reports that it is from config.

Warning: Your user name and password will be sent using
basic authentication on a connection that isn't secure.

[ser nome |

‘ Password |
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Step 5: The initial page encountered is the “Status” page. The two areas of interest are the
interface ap0 info and the interface wlan0 info. The wlan0 is configured to connect to your
network. The ap0 is the current access point used to configure the wlan0.

xPico Wi-Fi

LANTRONIX

QuickConnect
- Product Type: xPicoWifi
AES Credentials g ey 1301R4
o Build Date: Dec 5 2014 (17.47.-11)
- Serial Number: 0080A3AE1142
Dewice? Uptime: 0 days 00.10:03
D?aonoshcs Permanent Config: saved
D-lscovery Network Settings
s e
State: Up
SSID: XpicoWiFi_AE1142
Security Suite: WPA2
IP Address: 192.168.0.1/24
Network
Power

sP1

Line Settings

9600, None, 8, 1, None

Dumiet fnst Tunnel
Users

Line 2: 9600, None, 8, 1, None
WLAN Profiles s Command Line

c Accept Connect
Tunneling Mo dep Mode
Tunnel 1: Waiting Disabled
| Tunnel 2: | Inhibited | Inhibited |

The side bar allows modification and access to features of the xPico chipset. Of particular interest
are the “QuickConnect”, “Network” and “WLAN Profiles” pages.

The “QuickConnect” page offers the ability to identify available access points and configure the
wlanO0 client interface on Xpico WiFi to establish connection. QuickConnect learns most of the
connection properties from the selected access point and prompts the user only for the security
parameters. The settings are then saved under a corresponding new or existing profile on the
“WLAN Profiles” page for future operation of the WLAN Client interface. Modification of the active

WLAN Profile is accomplished using the “Network” page.

Step 6 QuickConnect:

Click “QuickConnect” to access the page. Click “Scan” to bring up the available networks.

“Web Manager

AES Credentials
Bridge

LANTRONIX

WLAN Link Scan

Network name:

[ Scan |

This page shows a scan of the
wireless devices within range of the
device. Up to 20 networks sorted by
RSSI are shown. It reports: Network
name (Service Set Identifier), Basic
Service Set IDentifier. Channel

cPM
Clock NETGEAR35 10:DA:43:D1:D3:08 | 7 581;"- B | wpaz.comp Giick on any nelwork name for
- ‘QuickConnect configuration.
Device CascadeGuest 15:88:90134F31 |6 | MMM | 4505 comp
INaostics CascadePt|ShopFloor0 EHEEE
ecoey §oscadePUShopFIoon | 1:55:90:13:4F:33 | 6 | i WPA2-CCMP
File System CascadewPA2 18:88:9D134F:30 | 6 | MMM | o0 comp
= CascadeThinClient 18:88:9D134F:34 | 6 | MMM | 4505 comp
Modem CascadeMobile 13:88:9D-134F:32 | 6 | MMM | ypa5 comp
CascadeMisc 18:88:9D-13:AF:35 | 6 :91;‘- WPA2-CCMP
CascadeWpA2 58:97:BDFO:EC20 | 1 WPA2.CCMP

-83 dBm
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The xPico Wi-Fi scans and displays up to 20 wireless devices in order of strongest signal strength.
Click on the network of your desired Access Point.

When the selected Access Point profile displays, enter the password and click Submit to directly
connect to the Access Point and to add the profile and configuration details to the “WLAN profiles”

page.

xPico Wi-Fi e

— WLAN Profile "NETGEAR35" Lo D e

Use the Apply button to try out

them to Flash. If the settings do not

CPM Network Name (SSID): NETGEAR35 work, when you reboot the device, it
Clock BSSID: 10:DA:43:D1:D3:08 il i e e origiral soiinge

- — Use the Submit button to both
Device Security Suite: WPA2-CCMP upsgate the WLAN se't’trilngs and save
Diagnostics Signal Strength: -42 dBm izl

If the device is connecting fo an

Piscovery . access point on a different wireless
File System Security channel, current connection to the

soft AP interface of the device may

HTTP Key Type: ® Passphrase O Hex be dropped due to the switch of

e channel. R¢ to the soft AP
Line Password: 0000000000000 interface in order to continue access
Modem to the device.

Sl

Monitor

NTP
Network

Power

SPI

Tunnel

Users.

WLAN Profiles

Copyright © Lantronix, Inc. 2007-2014. All rights reserved.

Once added, the Quick Connect profile is accessible and configurable through WLAN Profiles.
Clicking on WLAN profiles displays a list of stored profiles. The yellow WiFi icon indicates the active
network. If the icon is not present, none of the WLAN Profiles are connected.

xPico Wi-Fi o

QuickConnect

B This page allows view, edit, delete
Status WLAN PrOflle Management or creation of a WLAN Profile on the
device.
AES Credentials View or Edit Delete Select a profile for editing by clicking
its name; this takes you to the
CPM ) . Configuration web page.
Clock CascadeThinClient O The . icon indicates the active
= profile.
Dovico Delete one or more profiles by
.\ elet
Diagnostics NETGEAR35 O checking their delete checkboxes.
Discovery Create a new profile by entering a

. - name in the text box. The new
File System Create new WLAN Profile profile initially has default parameter
HTTP values.

- When you name a new profile or
Line check a box, the Apply and Submit
Modem buttons will appear.

Emulation Use the Apply button to try out the
- changes without saving them to
Monitor Flash. If the settings do not work,
NTP when you reboot the device, it will
still have the original settings.
Network Use the Submit button to both
Power gradsa;te the profiles and save them to

SPI
Tunnel

Users
WLAN Profiles

Copyright © Lantronix, Inc. 2007-2014. All rights reserved.
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Clicking on the profile we will bring up its status. Here you can enable or disable the connection, and

change either the password and or encryption type.

xPico Wi-Fi

QuickConnect
Status

AES Credentials
CPM

Clock

Device
Diagnostics

Discovery

File System
HTTP
Line

Modem
Emulation

Monitor

NTP

Network
Power

SPI

Tunnel

Users

WLAN Profiles

LANTRONIX

WLAN Profile NETGEAR35 Configuration

These settings pertain to a WLAN
Profile on the device.

Use the Apply button fo try out
settings on the WLAN without saving
them to Flash. If the settings do not
work, when you reboot the device, it

will still have the original settings.

Use the Submit button to both
update the WLAN settings and save
them to Flash.

If the device is connecting to an

access point on a different wireless
channel, current connection to the
soft AP interface of the device may
be dropped due to the switch of
channel. Reconnect to the soft AP

TX Power Maximum:

17 dBm

Network Name: W}

State: @®© Enabled O Disabled

Suite: WPA2 v

WPAX Key Type:

WPAX Passphrase: sccccsccccce |
WPAX Encryption: ccmMp CITKIP

interface in order to continue access
to the device.

Power Management:

O Enabled @ Disabled

Copyright ©

Lantronix, Inc. 2007-2014. All rights reserved.

Step 6: Clicking Network in the side bar allows access to the network configuration page. Here you

can modify the SSID, Security Suite Type and Security passphrase for the ap0 and wlan0.

Modification to any of these parameters requires a reset/power cycle of the module in order to

take effect.

xPico Wi-Fi
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LANTRONIX

wilan0

Link

Configuration

Status:

Interface ap0 Status

Property Status

Link up

MAC Address:

00:80:A3:AE:11:42

Current After Reboot
State: Enabled Enabled
IP Address: 192.168.0.1/24 (DHCP)

This page is used to view the status
of the Network interface on the
device.

There are two columns displayed.
The first column shows the current
operational settings. The second
column shows the expected settings
after the device is rebooted.

When DHCP fails to discover an IP
Address, a new address will

ically be g using
AutolP. This address will be within
the 169.254 x.x space. Access Point
will always use static IP assigned.

Copyright ©
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Caution: It is strongly suggested not to make any changes to the ap0 settings as if the new
passphrase is lost the chipset will need to be manually reset.

Clicking on wlanO will show the status of the current network connection.

xPico Wi-Fi

LANTRONIX
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Link

This page is used to view the status
of the Network interface on the
device.

There are two columns displayed.
The first column shows the current
i settings. The second

Configuration

Interface wlan0 Status

Property Status

Status: Link up

[[Renew]|
MAC Address: 00:80:A3:AE:11:42

Current After Reboot
State: Enabled Enabled
DHCP Client: Enabled Enabled
IP Address: 192.168.1.3/24 (DHCP)
Default Gateway: 192.168.1.1 (DHCP)
Hostname:
Primary DNS: 192.168.1.1 (DHCP)
Secondary DNS: 0.0.0.0 (DHCP)

column shows the expected settings
after the device is rebooted.

When DHCP fails to discover an IP
Address, a new address will
automatically be generated using
AutolP. This address will be within
the 169.254 x.x space. Access Point
will always use static IP assigned.

Copyright © Lantronix, Inc. 2007-2014. All rights reserved.

The IP Address listed is the address of the indicator. In this case 192.168.1.3. Requests for the weight

are sent to port 10001.

Clicking Configuration will allow you to change to static IP and make changes to the addressing as

needed.

xPico Wi-Fi
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a0

Link

These settings pertain to the
Network Interface on the device.
To see the effect of these selections
after a reboot, view the

Status | Configuration

Status. Changes
will take effect after reboot or
wake from sleep or standby.
‘When an Access Point is enabled,
DHCP Server will assign IP

Interface wlan0 Configuration

State: @® Enabled O Disabled

DHCP Client: @® Enabled O Disabled

IP Address: 192.168.2.147/24 . |

Default Gateway: 192.168.1.1 |

Hostname: I
Primary DNS: 192.168.2.3

Secondary DNS: 0.0.0.0

to the access point's
clients. DHCP Server manages up
to 4 client IP addresses (only 3 if
wlan0 is enabled). The first IP
Address will be the Access Point's
IP Address plus one. For example, if
the Access Point's IP Address is
192.168.0.1, the client addresses
will range from 192.168.0.2 to
192.168.0.5.

Copyright © Lantronix, Inc. 2007-2014. All rights reserved.
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Step 7: Test your connection.

From a computer connected to the same network launch a command line interface. Type
“command prompt” in the search bar to launch command line session.

Command Prompt e O X

Microsoft Windows [Version 10.0.17134.472]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\steph>

Type ping and the IP address. In this case “ping 192.168.1.3” to verify connection to the indicator
through your network. A successful connection will result in a listing of connection reply’s and Ping
statistics.

soft Windows [Version 10.8.1
(c) 2016 Microsoft Corporation. All 1ts reserved.

Launch a telnet session by typing telnet.

1 e s Mg e o e s PR v e

Command Prompt — H 2

Microsoft Windows [Version 10.0.17134.472]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\steph>telnet

If the telnet command is not recognized, use the following steps to enable telnet.
Weows Festoas .~ 2 O

How to Install Telnet in Windows 10

1. Open “Control Panel”. g
2. Open “Programs".

3. Select the “Turn Windows features on or off ” option.
4. Check the “Telnet Client” box.

5. Click "OK". A box will appear that says “Windows
features” and “Searching for required files“.When complete, the Telnet client
should be installed in Windows.

Windows 10: Install Telnet Client - Technipages
https://www.technipages.com/windows-10-enable-telnet
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To open a telnet connection to the indicator type “0” for open, followed by the ip address of the
indicator, and then the port 10001.

I‘ B Command Prompt - telnet = O X

Welcome to Microsoft Telnet Client

Escape Character is 'CTRL+]'

Microsoft Telnet> o 192.168.1.3 10001

Press enter and the telnet session will have started.

‘ B Telnet 192.168.1.3 - O X

Welcome to Microsoft Telnet Client
Escape Character is 'CTRL+]'

Microsoft Telnet> o 192.168.1.3 10001
Connecting To 192.168.1.3...

“._ n

Type a “p” to request the weight. The response will be in the form of weight, units and GR or NT.

B Telnet 192.168.1.3 == O X

1825 1b GR
1825 1b GR

p
pBl 2535 1b GR

Alternatively Use the “WiFi Communication Demo Utility” available from Cascade.

Install the Utility by copying it to your desktop.

EE
iz
QEOTTTIUT G

Launch the Demo Utility and enter the indicator IP Address. Click “Get Weight”.

IP Address: [192.168.1.3 IP Address: 192.168.1.3
Port: 10001 Port: 10001
Weight: Weight Weight: 2535 1b GR
Dispaly Message TCPsocket connected!
Received Bytes in Hex Format 000 02-20-20-20-20-32-35-33-35-20-6C-62-20-47-52-0D-0A 1
Get Weight Exit Get Weight Exit

The base code for the utility is available to assist in creating custom code.
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Technical data Xpico

> Wireless LAN Interface
« [EEE 802.11 b/g and IEEE 802.11n (single stream)
WLAN interface (2.4 GHz only)
« [EEE 802.11 d/h/i/j/k/w/t
* u.FL connector for external antenna

> Host Interface
» Dual Serial Port, SPI, USB 2.0* (device)
* 8 GPIO

> Networking Capabilities

= Soft Access Point with DHCP Server

= Lantronix SmartReam™ Technology* continually tracks
Wi-Fi signal strength within range, along with pre-
authentication and caching resulting in smooth and
automatic transition to access points without delay.

* QuickConnect: Dynamic Profiles facilitate easy and rapid
connections to access points

> Architecture
» ARM Cortex M3 class processor with on-chip Flash and
SRAM
» 1MB Flash and 128 KB SRAM
« 1MB SPI Flash storage

> Power
= Input Voltage: 3.3VDC
» Low power consumption of approximately 6pA standby

> Serial Interface

« Two Serial CMOS Ports (3.3V, 5V tolerant)

* 300 10 921.6 Kbps

« Flow control XON/XOFF, RTS/CTS (SPort 1 only)
= Lantronix tunneling application

> Network Protocols
« TCP/IP, UDP/IP, DHCP, ARP, ICMP, DHCP, Auto-IP, DNS,

SNMPv1

> Management and Control
= Web Server - Landing Page
= CLI (Serial Monitor Port)
« XML import and Export (XCR)
« Fleld upgradable firmware (OTA)

> Security
« [EEE 802.11i Support - WPA-Personal, WPA2-Personal
« 256-bit AES Encryption®

> Physical Interface
* 40-pin Board-to-Board SMT Connector

> Environmental
= Operating Temperature: -40° to +85°C
- For operation over +70° C a thermal pad Is required
= Storage Temperature : -40° to +85°C
* Relative Humidity: 0% to 90% non-condensing

+ Certifications: FCC, IC, EU, Japan, UL, CE, AU/NZ

Addresses and Port Numbers

Hardware Address

The hardware address is also referred to as the physical address or MAC address, and can be
found on the product label of the device. Sample hardware address:

¢ 00-80-A3-FF-FF-FF
¢ 00:80:A3:FF:FF:FF

IP Address

Every device connected to an IP network must have a unique IPv4 address. This address

references the specific unit.

Port Numbers

Available IP address port numbers enabled and accessible on the xPico Wi-Fi unit include the

following:

¢ TCP Port 80: HTTP Server (Web Manager configuration)

¢ TCP Port 10001: Tunnel (Line 1)
¢ TCP Port 10002: Tunnel (Line 2)
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Product Information Label

The product information label on the unit contains the following information about the specific unit:
+ Lantronix Datamatrix Code

+ Product Revision

+ Part Number

+ Serial Number Hardware Address (MAC Address)

¢ Manufacturing Date Code

Figure 2-1 xPico Wi-Fi Product Label

Revision Number Canada Radio ID

Product M°de'__’}‘,9w°$(';5 :ﬁgg‘w'{ﬂ
Part Number/‘/x_’ n
o3 90
" 2 bed

Japan Certification Number——-p3 §5
o ,}‘g«—Fcc Radio ID

x «©

% 5%

on

Qo

==

Japan Radio Equipment Mark E]
| Lantronix Datamatrix Barcode
Japan Telecommunication Mark IF SN:0080A3FFFFFF 13W 18w

LANTRONIXBACHINA 03 T~ Manufacturing Date Cade

Serial Number  Country of Origin

Configuration methods

For the unit to operate correctly on a network, it must have a unique IP address on the network.

There are three basic methods for logging into the device server to assign an IP address and

configure the unit:

* Devicelnstaller: Assign an IP address and view the current Xpico configuration using a Graphical

User Interface (GUI) on a PC attached to a network. (See 3 Using Devicelnstaller.)

* Web-Manager: Through a web interface, configure the Xpico and its settings using the Xpico’s

Web-Manager. (See 4 Configuration Using Web Manager

* Serial & Telnet Ports: There are two approaches to accessing Serial Mode. Make a
Telnetconnection to the network port (9999) or connect a terminal (or a PC running a terminal
emulation program) to the unit’s serial port. (See 5 Configuration via Telnet or Serial Port (Setup
Mode) )

Reference Documentation

For more information on the use and operation of the Xpico Wi-Fi Device Server please refer to the

latest product documents which are available on the Product Website.

www.lantronix.com/support/documentation.
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Do you have questions you need answered right now?
Call your nearest Cascade Service Department.

Visit us online at www.cascorp.com

AMERICAS

Cascade Corporation
U.S. Headquarters

2201 NE 201st

Fairview, OR 97024-9718

Tel: 800-CASCADE (227-2233)

Fax: 888-329-8207

EUROPE-AFRICA

Cascade ltalia S.R.L.
European Headquarters
Via Dell'Artigianato 1

37030 Vago di Lavagno (VR)
Italy

Tel: 39-045-8989111

Fax: 39-045-8989160

ASIA-PACIFIC

Cascade Japan Ltd.
2-23, 2-Chome,
Kukuchi Nishimachi
Amagasaki, Hyogo
Japan, 661-0978
Tel: 81-6-6420-9771
Fax: 81-6-6420-9777

Cascade Australia Pty. Ltd.
1445 Ipswich Road
Rocklea, QLD 4107
Australia

Tel: 1-800-227-223

Fax: +61 7 3373-7333

cascade

™™

© Cascade Corporation 2019

Cascade Canada Inc.
5570 Timberlea Blvd.
Mississauga, Ontario
Canada L4W-4M6

Tel: 905-629-7777
Fax: 905-629-7785

Cascade (Africa) Pty. Ltd.
PO Box 625, Isando 1600
60A Steel Road

Sparton, Kempton Park
South Africa

Tel: 27-11-975-9240

Fax: 27-11-394-1147

Cascade Korea

121B 9L Namdong Ind.
Complex, 691-8 Gojan-Dong
Namdong-Ku

Inchon, Korea

Tel: +82-32-821-2051

Fax: +82-32-821-2055

Cascade New Zealand
15 Ra Ora Drive

East Tamaki, Auckland
New Zealand

Tel: +64-9-273-9136
Fax: +64-9-273-9137

Cascade do Brasil
Praca Salvador Rosa,
131/141-Jordandpolis,

S&o Bernardo do Campo - SP

CEP 09891-430
Tel: 55-13-2105-8800
Fax: 55-13-2105-8899

Cascade-Xiamen

No. 668 Yangguang Rd.

Xinyang Industrial Zone
Haicang, Xiamen City
Fujian Province

P.R. China 361026

Tel: 86-592-651-2500
Fax: 86-592-651-2571

Sunstream Industries
Pte. Ltd.

18 Tuas South Street 5
Singapore 637796

Tel: +65-6795-7555
Fax: +65-6863-1368

8-2019

Cascade India Material
Handling P Ltd

Sy no 271/8, Ingawale Patil
Estate,

Godown No.9,10 & 11, Bhugaon,
Off Paud Road, Tal Mulshi, Dist
Pune 411 042
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